
Help fend off  
web-based cyberattacks.

Solution brief

DNS Safeguard for Public Safety

Your public safety professionals depend on secure, 
reliable communications. They shouldn’t have to  
worry about cybercriminals interfering with the 
network or tampering with data.

We can help. With Verizon DNS Safeguard for  
Public Safety built into your wireless connectivity  
plan, you can help protect your network from 
constantly evolving web-based attacks.

This security-as-a-service solution helps detect and 
prevent cyberattacks. It works with reputational and 
threat analysis feeds to automatically protect your  
users’ devices from corrupt command-and-control (C&C)  
servers or known or suspected websites that contain 
ransomware or other malware.

Why DNS security is important

The majority of internet communications, including malware, 
rely on the Domain Name System (DNS), which quickly 
translates user-friendly domain names into IP addresses. 
Cyberattackers can use DNS to exfiltrate (copy, transfer or 
retrieve) data; communicate with C&C servers; or redirect 
traffic to malicious sites. Yet many existing security controls, 
such as firewalls, email proxies and web proxies, don’t focus  
on DNS and associated threats.

How DNS Safeguard for Public Safety works

DNS Safeguard for Public Safety helps protect critical data and 
communication channels so you can work efficiently and focus 
on your core mission.

It boosts your cyber defenses by helping: 

Prevent data exfiltration and malware C&C 
communications via DNS.

Distribute validated threat data to your organization’s 
security ecosystem for remediation.

Enable rapid investigation to identify context and 
prioritize threats.

 
Integration with Verizon My Business makes it easy to provision 
and manage the service. The solution includes a portal for 
viewing DNS capabilities and your account.

Protect public safety operations by securing 
your data and communication channels.



Why Verizon

We’ve built a network with services exclusively for  
public safety, and we offer unwavering support and  
services as the provider of the nation’s most reliable  
4G LTE network.1 
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1 Based on RootMetrics® by IHS Markit’s RootScore® Reports: 2H 2019. Tested with best commercially available smartphones on four national mobile networks 
across all available network types. Experiences may vary. RootMetrics awards are not an endorsement of Verizon. 
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Learn more: 
For more information on how DNS Safeguard  
for Public Safety can help you protect your network, 
contact your Verizon Government Account Manager.

1. User equipment (UE)  
Your smartphone, a laptop with an AirCard or a Wi-Fi hotspot

2. Serving gateway (SGW) 
Responsible for starting the connection with the UE  
after authentication with the mobility management entity (MME)

3. Packet gateway (PGW)  
Responsible for assigning an IP address to the UE and 
anchoring the data connection to our network

4. Domain Name System  
Responsible for translating human-friendly names  
(e.g., yahoo.com) to IP addresses (e.g., 72.30.35.10)

5. The internet  
Where computer systems are attached so that the UE  
and the computer systems can talk back and forth

6. Mobility management entity (MME)  
Responsible for activating the bearer (data path in green)  
and selecting the SGW

7. Home subscriber server (HSS)  
Knows how you are provisioned (the data plan, access  
point name and PGW you are assigned to)

We’ve won a number of awards for our security services, 
including the following: 

A Strong Performer in The Forrester Wave™: 
Cybersecurity Incident Response Services, Q1 2019 
Published: March 2019, Analyst: Josh Zelonis

Leading Vendor in the Global Holistic Web Protection 
Market Analysis, Forecast to 2022 Integrating 
Security, Availability, and Performance for Websites 
and APIs Report (Frost & Sullivan, May 2018)
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