
Knox Workspace container data is 
always protected and resides in 
storage that is always encrypted. 
The decryption key for protected 
data is stored encrypted by a 
device-unique hardware key. 

Nonstop platform 
encryption for the 
Knox Workspace 

The Samsung Knox suite includes 
solutions for individuals (My Knox), SMBs 
(Knox Express and Knox Premium), 
enterprises/governments (Knox 
Workspace) and vertical industries (Knox 
Customization). It’s enterprise-ready for 
easy integration with leading mobile 
device management (MDM) systems.

In one platform, you 
get many solutions. 

Knox protects your infrastructure with 
multilevel hardware-to-application security 
via Trusted Boot and ARM® TrustZone®-based 
Integrity Measurement Architecture (TIMA).

It protects every 
Android layer, right 
down to hardware.

Sensitive data protection builds upon 
Workspace encryption, defining a 
sensitive class of data that cannot by 
decrypted by the device without user 
intervention. The TIMA KeyStore is 
used to manage cryptographic keys.

Sensitive data? 
It can’t be 
decrypted.

Seamlessly integrate your company’s 
Microsoft® Active Directory with 
Samsung Knox Workspace to create a 
more comprehensive security solution.
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Active Directory 
integration

Stay secure with 
Samsung Knox 
and Verizon.
For more details about protecting 
your organization, contact your 
Verizon representative.

Three words: 
defense-grade security
Samsung builds its advanced Samsung Knox™ mobile security 
platform into its newest devices, such as the Galaxy S® 6 and S6 
edge. Just turn one on and you’re protected. 

1.

Knox Workspace was awarded the Best Security 
Solution at the GSMA 2015 Global Mobile Awards.

It’s recognized as the 
best in the business.2.
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Knox conveniently integrates 
with your existing MDM, VPN and 
Microsoft Exchange ActiveSync, 
enabling you to tailor a security 
solution that best fits the needs 
of your enterprise.

It’s easy to manage 
and customize.9.

8.

Samsung manufactures and 
configures devices in its own factories 
and provisions each device with 
cryptographic keys that high-level 
security processes depend on.

All your critical 
security elements 
are covered.10.

6.

Knox meets the tightest technology security 
requirements, with certifications from the U.S. 
Department of Defense, CESG (UK), NIST FIPS 140-2 
and DISA APL under Common Criteria by MDFPP.

The world’s 
top certification 
organizations trust it.

Top 10 
reasons to 
secure your 
enterprise 
with 
Samsung 
Knox
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