
 

 

Threat research advisory center  
 

  

  

The Verizon Threat Research Advisory Center recently was made aware of attacks involving Microsoft 
Office vulnerabilities. The following industries have been the primary targets in this campaign: 
Telecommunications, Insurance, Financial Services. 

Please email any responses, questions, and concerns to: VTRAC-Intel@verizon.com  

Threat Level: High  

Abstract: 
Threat actors have been observed leveraging relatively new vulnerabilities in Microsoft Office to spread 
Zyklon HTTP malware. Zyklon is a publicly available, full-featured backdoor capable of keylogging, 
password harvesting, downloading and executing additional plugins, conducting distributed denial-of-service 
(DDoS) attacks, and self-updating and self-removal. The malware may communicate with its command and 
control (C2) server over The Onion Router (Tor) network. The malware can download several plugins, some 
of which include features such as cryptocurrency mining and password recovery, from browsers and email 
software. 
 
Zyklon malware is being delivered primarily through spam emails, with an attached ZIP file containing the 
malicious DOC file.  
 
Infection techniques include: 
 

 CVE-2017-8759 

 CVE-2017-11882 

 Dynamic Data Exchange (DDE) combined with PowerShell 
 
Network Indicators of Compromise (IOCs): 
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 154[.]16[.]93[.]182 

 85[.]214[.]136[.]179 

 178[.]254[.]21[.]218 

 159[.]203[.]42[.]107 

 217[.]12[.]223[.]216 

 138[.]201[.]143[.]186 

 216[.]244[.]85[.]211 

 51[.]15[.]78[.]0 

 213[.]251[.]226[.]175 

 93[.]95[.]100[.]202 

 warnono[.]punkdns[.]top 
 

Source: https://www.fireeye.com/blog/threat-research/2018/01/microsoft-office-vulnerabilities-used-to-
distribute-zyklon-malware.html 

Recommendations:  
 Address unpatched installations of Microsoft Office 
 Review Microsoft’s advisory and associated updates on DDE exploitation 
 Monitor network traffic for the provided IOCs.  

 

  

Threat research advisory center  
 
Verizon Proprietary NOTICE - This message and any attached files may contain information that is confidential and/or subject of legal 
privilege intended only for the use by the intended recipient. If you are not the intended recipient or the person responsible for 
delivering the message to the intended recipient, be advised that you have received this message in error and that any dissemination, 
copying or use of this message or attachment is strictly forbidden, as is the disclosure of the information therein. If you have received 
this message in error, please notify the sender immediately and delete the message.  
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