Build security programs
with confidence.

Fact sheet

Business Security Assessment

The Business Security Assessment (BSA)
provides a tangible and repeatable measure of
your security program.
The BSA can be used to determine your current state of
security controls, to understand the desired future state of
security control maturity, and to understand the gaps that you
may wish to close. The BSA also looks at the three dimensions
of security control effectiveness, maturity of the solution, and
scope of application.

The BSA uses a standardized security assessment
approach, which includes three phases:
Phase 1: We work with you to identity the relevant
documentation and individuals that are required to perform the
assessment.
Phase 2: Next we analyze your security program’s maturity,
performance, and scope relative to requirements we’ve outlined
in phase 1. We develop compliance and maturity scores from
this analysis, and identify potential risks and gaps in your
defenses. We then provide recommendations designed to help
you reduce those risks and achieve better alignment with the
security requirements we’ve established together.
Phase 3: Finally, we develop a report detailing out the results
that we’ve found and review the draft report. Once we’ve
reviewed and discussed any next steps, we deliver the final
report with any agreed upon changes or comments.

Address both compliance and risk in one
streamlined assessment.
As part of the standard assessment we apply one of five
available security control sets:
•

ISO 27002

•

NIST CSF

•

NIST 800-53

•

NIST 800-171

•

HIPAA/HITECH

The BSA can be custom-scoped or provided in fixed-price
offers to fit small, medium, or large configurations depending
on your company’s size and scope, and can be purchased in
single, one year or multiple-year increments.
The BSA follows a highly standardized approach that can be
repeated yearly to help customers measure their progress in
developing their security programs.

Business Security Assessment is available in custom
or Fixed-Price Services.
Fixed-Price Service Packages
Fixed pricing is available in three levels:

Small

Medium

Large

Pricing level determinants include the specific testing
parameters and the size and complexity of the company
being assessed.
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Why Verizon

Learn more:

Our security teams have performed forensic investigations for
over 11 years, processed over 61 billion security events, and
published 10 Data Breach Investigations Reports covering
12 years of data, including 10,000+ confirmed breaches and
290,000+ incidents.

For more information, contact your account representative or
contact us:

We keep up with the rapidly changing nature of cyber threats
by analyzing security events every day at our global network
and security operations centers. And for over a decade
we’ve offered our knowledge through thought leadership and
industry reports.

For more information about the other products and services we
offer, visit:

verizonenterprise.com/support/sales

verizonenterprise.com/products/security

But don’t just take our word for it. We’ve been recognized by
Gartner as a leader in Managed Security Services, Worldwide
(Jan. 2017)1 . The IDC MarketScape has recognized Verizon as
a leader in the Asia/Pacific Managed Security Services Vendor
Assessment (Oct. 2016)2 .

1 Gartner Magic Quadrant for Managed Security Services Worldwide, Toby Bussa, Kelly M. Kavanagh, Sid Deshpande, Jan. 26, 2017. Gartner does not endorse any vendor, product or service depicted in its research
publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization
and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
2 IDC MarketScape: Asia/Pacific Managed Security Services 2016 Vendor Assessment, Doc #AP40939616, October 2016
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