
1

Wi-Fi compromise –  
the Evil Twin
2018 Data Breach Digest

The situation

Our Chief Executive Officer (CEO) recently read a report 
indicating many networks could be compromised using common 
misconfigurations of enterprise wireless networks as the 
initial attack vector. As the Cybersecurity Director, I had this 
report to thank for finally securing approval to engage Verizon 
Professional Services to perform a much-needed penetration 
test on our wireless network.

Penetration testing

After the assessment was complete, the Verizon penetration 
testers explained that they had identified specific, high-risk 
wireless vulnerabilities on our network. These vulnerabilities 
could lead to an attacker compromising our Active Directory, 
accessing our enterprise wireless and launching further attacks 
against our network.

The penetration testers began by configuring an Access 
Point (AP) with a strong signal to imitate our wireless network 
name or Service Set Identifier (SSID). Devices, by default, 
automatically identify known APs based on their SSID and then 
attempt to connect to the AP with the strongest signal.

This Wi-Fi attack essentially established an “evil twin” AP and 
intercepted the wireless communications. For clients already 
connected to the wireless network, de-authentication (“deauth”) 
packets were sent. These deauth packets forced these clients 
to drop established connections and re-authenticate to the “evil 
twin” AP.

Mitigation tip
Perform regular vulnerability assessments; regularly 
patch all wireless clients, Access Points (APs), 
and Authentication, Authorization, and Accounting 
(AAA) servers.

Detection tip
Deploy wireless network Intrusion Detection System / 
Intrusion Prevention System (IDS / IPS) solutions to 
detect and prevent rogue wireless network clients 
and APs.
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Wireless network group policy

Consider implementing a global policy within the Microsoft 
Windows Active Directory “Wireless Network Policies 
Group Policy” extension to deploy specific configurations, 
to include:

• Disable Internet Connection Sharing (ICS); enable 
Microsoft Windows firewall

• Allow only trusted and valid server certificates

• Create a trusted Root Certificate Authority (CA)

• Restrict the ability to accept new servers or 
trusted CAs

• Specify the common name (CN) for only your 
RADIUS server

• Enable identity privacy to prevent clients from sending 
their usernames in the outer, unencrypted tunnel

Mitigation tips
• Restrict client connections to APs with trusted Root 

Certification Authority (CA) certficates

• Require Two-Factor Authentication (2FA) and / or 
mutual authentication

Our corporate laptops weren’t configured properly to validate 
only our trusted server side certificates. Instead, we allowed 
our employees to accept new certificates and, as such, the 
penetration testers were able to present a forged certificate.

Once the forged certificate was accepted, an encrypted tunnel 
would be established. This then allowed the capture of any 
credentials sent from the client, including Windows domain user 
credentials.

The testers now had access to the wireless network and could 
then determine their level of access into the internal network. 
As we hadn’t segmented our wireless network, it was quickly 
apparent to them that they had access to our entire network!

Detection tip
Monitor wireless traffic for unusual activity including 
unexpected after-hours traffic; regularly scan for 
unknown devices.

Response tip
Leverage an endpoint security solution for attack 
monitoring / detection; auditing / logging; evidence 
collection / incident response.

The testers informed us that with that level of access, an 
attacker could scan for vulnerabilities or even query the domain 
controller for Service Principal Names (SPNs). This could then 
lead to the attacker taking over any domain admin accounts and 
compromising the Windows domain environment.

Once a domain admin account has been compromised, the 
attackers have virtually unlimited options to further breach 
the network. Some options include creating new accounts, 
compromising Authentication, Authorization, and Accounting 
(AAA) servers (e.g., TACACS+ and RADIUS), installing 
backdoors, or accessing sensitive financial or intellectual 
property documents.

Mitigation tips
• Inventory and classify information assets including 

wireless network clients and APs

• Segment the wireless network from the wired network
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Lessons learned

We considered ourselves very lucky to have discovered how 
easily our network could be compromised through a penetration 
testing exercise and not as the result of an actual data breach.

We immediately set to work implementing the recommendations 
the Verizon penetration testers had provided. We also 
reviewed our Incident Response (IR) Plan and added these 
recommendations:

Detection and response

• Deploy wireless network Intrusion Detection System / 
Intrusion Prevention System (IDS / IPS) solutions to detect 
and prevent rogue wireless network clients and APs

• Monitor wireless traffic for unusual activity including 
unexpected after-hours traffic; regularly scan for 
unknown devices

• Leverage an endpoint security solution for attack  
monitoring / detection; auditing / logging; evidence  
collection / incident response

Mitigation and prevention

• Perform regular vulnerability assessments; regularly patch all 
wireless clients, APs, and AAA servers

• Restrict client connections to APs with trusted Root 
Certification Authority (CA) certificates

• Require Two-Factor Authentication (2FA) and / or mutual 
authentication

• Inventory and classify information assets including wireless 
network clients and APs

• Segment the wireless network from the wired network

Other Wi-Fi security considerations

Additional Wi-Fi security considerations include:

• Implement a global policy within the Microsoft Windows 
Active Directory “Wireless Network Policies Group 
Policy” extension (see sidebar on previous page)

• Treat these connections as untrusted remote access 
from the internet and implement VPN

• Time define legitimate time usage

• Utilize Network Access Control (NAC) technology 
before allowing access to the internal network

• Deploy Extensible Authentication Protocol (EAP) with 
the Tunneled Transport Layer Security method (EAP-
TTLS) using client and server certificates with a Public 
Key Infrastructure (PKI)

• Quarantine by using dynamic, individualized 
segmentation for wireless clients with AP isolation

• Quarantine remote connecting devices. For instance, 
check compliance status in patching, configuration and 
anti-virus status before allowing further connection to 
internal network resources

• Configure a “preferred network” list with only 
corporate-approved wireless networks; restrict user 
ability to add their own networks to the “preferred 
network” list. Note: This creates a “convenience 
drawback” as this prevents users from using their 
laptop to connect to public Wi-Fi when traveling. Using 
a VPN when traveling helps mitigate this risk
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