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the Double Fake
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The situation

It was like any other day at the IT Help Desk. We were dealing 
with cases of “slow computers,” [re]installing applications and 
assisting with email connection troubles. It was a fairly normal 
day until our IT Security Director and the VTRAC | Investigative 
Response Team gave me a call.

They were investigating a cybersecurity incident involving a 
senior executive. The executive’s account had been disabled 
and flagged for suspicious activity due to numerous account 
lockouts and password resets. The Microsoft Active Directory 
logs indicated the password resets were initiated by folks on 
my team.

As the IT Help Desk Manager, they needed my assistance with 
tracking down tickets associated with the password resets.

Detection tip
Create and monitor alerts related to abnormal 
authentication events, such numerous password resets 
in a short while and access from foreign sources.

Mitigation tip
Use multi-factor authentication for accessing sensitive 
resources, such as VPN or email from external sources.
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Investigative response

The search associated with the executive’s user account over 
the last week revealed three tickets related to password resets 
and help accessing our VPN client. Two were calls into our 
hotline and one was from a walk-up to our in-office window. 
Luckily, we record all calls into our IT Help Desk hotline.

In listening to the recordings, it became obvious that the person 
calling the IT Help Desk hotline was not this senior executive. 
I knew this because I’d worked with them for years, but our 
analysts wouldn’t have recognized their voice.

The caller even had information that helped them bypass some 
of our cybersecurity measures! I’ll summarize each call:

Pretexting call #1

The first pretexting call into our hotline was fairly 
straightforward.

1. A frantic voice indicated that they were having trouble 
with email on their phone and had forgotten what 
username to use. They provided the senior executive’s 
name and title

2. The IT Help Desk analyst then asked the security 
question on file: “Where did you go to college?”

3. The unknown individual paused for a second (as if they 
were looking up the information), and provided the 
answer hesitantly

4. “Correct!” exclaimed the IT Help Desk analyst, and they 
provided the senior executive’s username

5. The caller thanked the IT Help Desk analyst for the 
information and ended the call

Pretexting call #2

Two days after the first call, the second pretexting call 
came from an individual called in claiming they needed 
help with installing the virtual private network (VPN) client 
and accessing their email.

1. Again, they claimed to be the senior executive and 
provided their name, title, and username. Having 
this extra piece of information they skipped the 
security question

2. Our IT Help Desk analyst then remotely accessed the 
unknown individual’s “home” computer system, installed 
the VPN client, “reminded” the individual of how to log 
into the email portal

3. However, that logon failed and since the unknown 
individual “forgot” their password, the IT Help Desk 
analyst was happy to reset it for him, giving the 
unknown individual access

Remember that walk-up to our internal in-office window? That 
was the actual senior executive walking over because they 
could not log onto their system after an unknown individual 
reset their password. Unfortunately, that raised no red flags.

Ultimately, the investigation revealed an unknown individual 
gained access to the senior executive’s email account and stole 
confidential corporate financial data and business strategy 
documents via the executive’s compromised user account.

Response tip
Consider non-standard evidence sources, such as 
IT Help Desk tickets, call recordings, and employee 
interviews.

Mitigation tip
Provide end user and IT Help Desk personnel with 
awareness training that focuses on technical, and 
non-technical cybersecurity threats, such as social 
engineering tactics.
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Lessons learned

Using social engineering tactics, an unknown individual 
gathered enough information to gain access to the sensitive 
information of one our senior executives.

Mitigation tip
Implement strong verification controls unassociated with 
easily determined information; limit personal information 
posted in public forums.

Our authentication security questions shouldn’t be connected 
to information easily obtained in the public forum such as on a 
popular professional networking website.

We also needed a process for flagging and investigating 
numerous password resets over a short period. This may have 
helped us identify the cybersecurity incident earlier.

Response tip
Track cybersecurity events and incidents for resource 
allocation; use key performance indicators (KPIs) to 
measure IR effectiveness.

Mitigation and prevention

• Use multi-factor authentication for accessing sensitive 
resources, such as VPN or email from external sources

• Provide end user and IT Help Desk personnel with awareness 
training that focuses on technical, and non-technical 
cybersecurity threats, such as social engineering tactics

• Implement strong verification controls unassociated with 
easily determined information; limit personal information 
posted in public forums

Detection and response

• Create and monitor alerts related to abnormal authentication 
events, such numerous password resets in a short while and 
access from foreign sources

• Consider non-standard evidence sources, such as IT Help 
Desk tickets, call recordings, and employee interviews

• Track cybersecurity events and incidents for resource 
allocation; use key performance indicators (KPIs) to measure 
effectiveness
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