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Identity theft –  
the Achilles Steal
2018 Data Breach Digest

The situation

I’m the Chief Operating Officer (COO) of a large corporation. 
After returning from an overseas trip, I checked my Mourning 
Dove Investments (MDI) brokerage account. Immediately I was 
struck by my reduced account balance due to two (2) wire 
transfers; the first for $150,000 and the second for $160,000 a 
few days later.

Detection tip
Set-up account change alerts (e.g., port forwarding, 
account ownership).

Concerned, I called MDI and they verified that two wire 
transfers went to a bank in Hong Kong. MDI advised that, 
following protocol, they called my home telephone number 
and spoke with my wife to verify the transaction. As part of the 
verification process, MDI confirmed my wife’s driver’s license 
number and a security challenge question where the response 
was related to recent travel.

Response tip
Report fraudulent activity to the appropriate entities, 
including Law Enforcement.

My wife indicated she had received no contact from MDI. I was 
immediately concerned that my home telephone number may 
have been spoofed, so we engaged the VTRAC | Investigative 
Response Team.

Investigative response

The VTRAC investigators asked about what options and 
features (call forwarding, etc.) were enabled on my home 
phone number. I was unsure and needed to check with the 
telephone company.

Meanwhile, my wife mentioned that over the previous couple 
months she had noticed a high-pitched buzz for 3-4 seconds 
when picking up the home phone (a land line) before hearing 
a dial-tone. She had thought nothing of it until now. I allowed 
the VTRAC investigators to obtain a copy of my most recent 
phone bill.

I was also concerned my tablet may have been compromised 
as it contained potentially sensitive information, such as emails 
sent by my assistant, travel itineraries, calendar entries, and 
credit card transactions. While traveling, I’d used my tablet to 
access the Department of Motor Vehicles (DMV) website and 
apply for a new driver’s license for my wife. I did this over the 
hotel internet access. This was the last time I could recall my 
wife’s driver’s license information being legitimately transferred 
electronically.
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Mobile device security—IT best practices

With our increased mobility and constantly improving 
technology, more and more critical data is processed, 
stored, and communicated via smartphones. While 
focusing their cybersecurity efforts on their networks 
and systems, companies often overlook mobile device 
security. Having some simple rules and policies in place 
can help prevent a data compromise:

• Utilize a Mobile Device Management (MDM) console to 
establish centralized rule and policy enforcement on 
corporate issued and BYOD devices

• Require users to enable screen locking with eight or 
more uppercase-lowercase-alpha-numeric-special 
characters passcodes on devices accessing company 
information

• When storing, transmitting, processing sensitive 
information, enable encryption features for both data-
at-rest and data in-motion

• Perform security audits on all authorized mobile 
device apps

• Establish dialog with your users. Users have a way 
of findings workarounds to security methods, and if 
you’re unaware of these methods you can’t protect 
against them

• Maintain technology awareness on mobile security. 
Monitor for cybersecurity threats and know of new 
risks to educate users and stay in front of new 
adversaries

Mitigation tips
• Don’t access financial institution websites and other 

sensitive information from unsecure networks

• Use complex passwords; more preferably, use two-
factor authentication on all email accounts

• Don’t open attachments from unknown senders; never 
open executable attachments

While investigating the fraudulent wire transfers, I checked 
my credit card account and determined I’d incurred unknown 
charges from my cable company. Additional digging revealed an 
unauthorized email account was created and associated with 
my cable company account.

I couldn’t specifically recall the full cable company email 
account, however, it was “first_name” followed by additional 
information “@cablecompany.com.” Normally, I use my 
“MrSmith@Corporation.com” email account and was surprised 
to learn of this new account.

The VTRAC investigators acquired forensic images of my 
wife’s and my tablets, laptop and corporate Microsoft Windows 
system. Both tablets were set to create password-protected 
encrypted backups, which encrypts most user data. We didn’t 
have the password for either tablet; so recovering information 
from backups wasn’t possible.

Without user data such as internet history and messaging, 
the VTRAC investigators could not search for signs of 
phishing or suspicious activity on the tablets. However, the 
VTRAC investigators discovered several dozen suspicious 
and malicious files on my wife’s laptop. These malicious files 
were primarily within the ‘/Users/MrsSmith/Downloads/’ 
and the ‘MrsSmith@InternetCompany.com \INBOX \
Attachments’ folders.

The file extensions for these files were “.zip” and “.exe,” which 
indicated files capable of running on Windows systems. While 
it’s unlikely these files executed on the laptop, if forwarded to a 
Windows system their malicious nature could then be leveraged.

The VTRAC investigators reviewed the mailboxes on the laptop 
and discovered three (3) malicious files sent as attachments 
from my wife’s email account to her same email address. None 
of the emails being sent with malicious attachments were 
directed to my “MrSmith@Corporation.com” email account.

Detection tip
Keep anti-virus software up-to-date on personal devices 
used to access corporate email.
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Lessons learned

We learned a lot from a mitigation and response standpoint. 
Some takeaways from our post-incident lessons learned 
session were:

Mitigation and prevention

• Don’t access financial institution websites from 
unsecure networks

• Use complex passwords; more preferably, use two-factor 
authentication on all email accounts

• Don’t open attachments from unknown senders; never open 
executable attachments

Detection and response

• Set-up account change alerts (e.g., port forwarding, account 
ownership)

• Report fraudulent activity to appropriate entities, to include 
law enforcement

• Keep anti-virus software up-to-date on personal devices 
used to access corporate email

Mobile device security—user best practices

With mobile devices having become a daily necessity in 
our lives, they are an increased threat target. While this 
target has been smaller compared to computers, it’s 
increasing in size. These suggestions will help to reduce 
the risk of mobile device data being compromised:

• Always utilize a password. Passcodes with eight or 
more uppercase-lowercase-alpha-numeric-special 
characters are more secure than the standard 4 or 
6-digit pin codes

• Never leave your device unattended. Physical access to 
a mobile device remains the most reliable way to gain 
unauthorized access

• Keeping your device up to date will alleviate the most 
common methods of mobile breaches

• Only use trusted sources for apps. This includes the 
iTunes store for Apple devices, and Google Play for 
Androids. Downloading and installing third party apps 
from other sources increases the chance of installing 
malicious software

• Enable screen locking. The shorter the timeframe 
between use and auto lock will reduce the chance that 
an unauthorized user could easily gain access

• Avoid the use of jail-broken devices. The act of jail 
breaking inherently decreases the security of a 
mobile device

http://verizonenterprise.com

